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Part |

State-based Contracts

And their Iimitations




Example

m(k) {
r : // initialised to O
If (k!=0){
r=m(k-1);

r=r+ 1

%

return r

}
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%
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m(k) {
r : // initialised to O
If (k!=0){
r=m(k-1);
r=r+1

%

return r




State-based Contracts

m(K) {
r : // initialised to O
if (K!1=0){
r=m(k-1);

r=r+ 1

1

return r

;




State-based Contracts

pre k-1 >0

*I

m(k) {
r : // initialised to O
if (k!=0){
r=m(k-1); V

m(k-1)

r=r+ 1

1

return r

;

post . v = K-1



State-based Contracts

r,eturn r *
Y
e 1 post . v = k-1
Modular Verification
of Recursive Procedure!

m(K) {

r : // initialised to O




Limitations
Aren’t we abstracting too much?

m'(k) {
r ; // initialised to O
If (k!=0){
r=Kk-1;
r=r+1
%

return r

}

m(K) {

r; // initialised to O

if (k!=0){
= m(k-1);
r=r+1
%

returnr

}




Limitations
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m’(k) m(Kk)
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Limitations
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Limitations
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Same behavior?




Limitations

‘ \ / Same behavior?

result ——



Limitations

AN

non-tail
rocedure calls = :
b m (k) ‘ recursive ’
procedure calls

. 4

\ / Same behavior?

k-1

result ——



What Happens During Execution?

m(k) {
r: // initialised to O
If (k!=0){

Low readability!

Intermediate annotations?

r=m(k-1);
r=r+ 1

};

return r

No independence of the code!

;



What Happens During Execution?

m(k) {
r : // initialised to O
If (k!=0){

r = m(k-1);
r=r+1

%

return r

}
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What Happens During Execution?

m(k) {
r : // initialised to O
If (k!=0){
r=m(k-1);
r=r+1

%

return r




What Happens During Execution?

m(k) {
r : // initialised to O
If (k!=0){
r=m(k-1);
r=r+1

%

return r

;
.

= m(K)




Part i

A Trace Semantics




Traces

Tu=€e|lT T
t ;=0 | ev(e)



Traces

Tu=€el|lTN T

t :=o |[ev(e)

Call to m(k)

Start execution of m

Return result

End execution of m
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Traces

calln, k. callld)

Start execution of m

Tu=€el|lTN T

t :=o |[ev(e)

Return result

End execution of m
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Traces

calln, k. callld)

push((m, Callld)) Start execution of m

Return result

Tu=€el|lTN T

t .= o ||ev(e)

End execution of m
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Traces

calln, k. callld)

push((m, Callld)) Start execution of m

ret(res) Return result

Tu=€el|lTN T

t .= o ||ev(e)

End execution of m
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Traces

calln, k. callld)

push((m, Callld)) Start execution of m

ret(res) Return result

pop((m, callld)) End execution of m

Tu=€el|lTN T

t .= o ||ev(e)




Trace Semantics
o

r ; // initialized to O
If (k!=0){
r = m(k-1);
r=r+1
%

return r

Initial Context
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Trace Semantics

mﬂ
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r ; // initialized to O
If (k!=0){
= m(k-1);
r=r+1
%

return r

Initial Context
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Trace Semantics

B ~~ -~
B
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o

r ; // initialized to O
If (k!=0){
r = m(k-1);
r=r+1
%

return r

}

Context (m,0)

Initial Context
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Trace Semantics
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r ; // initialized to O
If (k!=0){
r = m(k-1);
r=r+1
%

return r

}

Context (m,0)

Initial Context
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Trace Semantics
B ~~ -~
B3

o B -~

L o
pUSh((m,O)) m Ca"(m5051)

r ; // initialized to O
if (k!=0){
P = M(k-1);
r=r+1
%

return r

}

Context (m,0)

Initial Context

~
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Trace Semantics
B ~~ ~
B3

& )
r 5 // initialized to O

Y
pUSh((m,O)) m Ca"(m5051)
f (k 1= 0) { -~ -~
r=m(k-1); push((m,1))

r=r+ 1

};

return r

~ o~

}

Context (m,1)

Context (m,0)

Initial Context




Trace Semantics

B ~~ -~ i
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r ; // initialized to O
If (k!=0){
= m(k-1);
r=r+1
%

return r

}

Context (m,1)

Context (m,0)

Initial Context




Trace Semantics

B ~~ ~ -
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r ¢ // initialized to 0
if (k 1= 0) {

= k1), o -

r=r+ 1

};

return r

Context (m,1)

Context (m,0)

Initial Context




Trace Semantics

}

r ; // initialized to O
If (k!=0){
= m(k-1);
r=r+1

};

return r

Context (m,0)

Initial Context
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Trace Semantics

r ; // initialized to O
If (k!=0){
= m(k-1);
r=r+1

};

return r

Context (m,0)

Initial Context
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Trace Semantics

}

r ; // initialized to O
If (k!=0){
= m(k-1);
r=r+1

};

return r

Context (m,0)

Initial Context
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Trace Semantics

r ; // initialized to O
If (k!=0){
= m(k-1);
r=r+1

};

return r

Context (m,0)

Initial Context

)~ ~ i
(x ~ Ol caiim10) M o
e s o ~ n M
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Trace Semantics

}

r ; // initialized to O
If (k!=0){
= m(k-1);
r=r+1
%

return r

Initial Context
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Trace Semantics

B ~~ -~ i
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r ; // initialized to O
If (k!=0){
= m(k-1);
r=r+1
%

return r

ﬂd aﬂ

}

Initial Context

O'
--

[x=m(1)],
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Trace Semantics

r; // initialized to O

If (k!=0){
= m(k-1);
r=r+1
%

return r

ﬁd.
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Trace Semantics

ﬂﬂ :
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r ; // initialized to 0 ~ ~ B ﬂ

104 B B |

r=Kk-1;
r=r+1

};

return r

}
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Part Il

A Logic for Trace Contracts



A Logic for Trace Contracts

O:=[P||EV|OPAD| DOVD| D - | DD | uX(y)(1)|X(7)

Trace formula O, = |n=0]

Semantics
(set of traces)

[P ]| = set of traces of length 1 with n = (

Trace formula O, =|n=0]-[n=1|=®, - [n=1]

oot of racee) IR 1221 = [[n = 011+ [n = 111 = [®,] - [[n = 1]]




A Logic for Trace Contracts

___
O:=[P||EV|OPAD| DOVD| D -D| DD | uX(y)(1)|X(7)

startEv(m,par), finish(m,res) ‘W
Y = uX(Anything V Anything - X)

PV = Anything| < 0th unfold
W! = Anything - ¥| < 1st unfold
P? = Anything - Anything - ¥ 2nd unfold
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A Logic for Trace Contracts

VY = uX(Anything V Anything - X)

S t. S S
emantics [W] = set of all finite traces

(set of traces)

Any terminating program is conforming to ‘¥

Its traces are in [ V]|
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A Logic for Trace Contracts

M Y = //tX(Anythlng V Anything - X)
Semantics . .
[W] = set of all finite traces

[v=mMn)l, € [V]

Assignments with m and m’ are conforming to W

With o

46



A Logic for Trace Contracts

W = pX(noEv(m) V [noEv(m)] - X)

Semanti i -
emantics [P] = set of all finite traces with no calls to m

(set of traces)



A Logic for Trace Contracts

O:=[P||EV|OPAD| DOVD| D - | DD | uX(y)(1)|X(7)

M = uX(noEv(m) V [noEv(m)] - X)

| m [| = set of all finite traces with no calls to m

Semantics
(set of traces)

Non conforming

1
[v=m(n)], & -
Calls to m generate events with m! m’ does contains calls to m
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A Logic for Trace Contracts

O:=[P||EV|OPAD| DOVD| D - | DD | uX(y)(1)|X(7)

M = uX(noEv(m) V [noEv(m)] - X)

Non conforming
Witho E n > 0

lv=m()]|, & [start(m,n) 4 finish(m,n)|]

m contains a call to m!



Judgments

Program : Trace Formula

s is conforming to @

cFs: ® <= [s] €[D]
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Judgments

Program Trace Formula

s is conforming to @

o' ¥ v =m(n): start(m,n) flnlsh(m n)

cEs: @ < [s]. € [P]

IV
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Part IV

A Calculus for Deductive Verification



Symbolic Execution with Trace Updates

VW . =¢c| {vi=el? | {Ev(e)}?

Judgement with
leading trace update

_ Symbolic / _
> >



Example

Return

Symbolic Execution of m’

K>0+ 2{r:=k - 1Hr := r+1}{finishEv(m’, N}{res:=r} : O

Acei k>0+ 2{r:=k-1H{r:=r+1} returnr: O
SSign k>0 2{r:=k=1}r=r+1; returnr: O
Assign
k>0 2/r=k-1:r=r+1; returnr: O
Cond

if (k!=0) {r=k-1; r=r+1;} return r:

Leading Update
?( = {startEv(m’, k)}{r := 0}
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Example

Return

A procedure call:

We need to use the contract of m!

Symbolic Execution of m

k> 0+ 2{r:=m(k-1)H{r := k+1}{finishEv(m, r}{res:=r} : O

Acei k>0+ 2{r=mk-1)Hr:=r+1}returnr: O
SOl T 0 - Z{r=m(k—1)! r=r+1: return r : ®
Assign
k>0+ 2r=m(k=1); r=r+1; returnr: O
Cond

if (k!=0) {r=m(k—1); r=r+1;} return r|:

Leading Update
7/ = {startEv(m, K)}{r := O} Body of m
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State- vs Trace-based Contracts

pre .n >0 pre.n =0

poSt . res = n

post . res = n

[race : - -

State-based Trace-based



State- vs Trace-based Contracts

S
ALRNL
m

[race . - -

State-based Trace-based




Trace-based Contracts

Contract of m




Trace-based Contracts

D, = uXm(K) . ([k = 0] = startm,0) " finish(m,0) = [res = 0]) V

([k > 0] == start(m,k) " Xpm(k-1) ‘" finish(m,k) [res = k])

m(K) {
r: // initialised to O
if (K !=0){
r=m(k-1);

re .n>0

r=r+ 1 oSt . res =n

1

return r

trace : P,

Contract of m
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Trace-based Contracts
D, = uXmk) . >x< + start(m,0) 4 finish(m,0) ** [res = 0]) V

([k > 0] == start(m,k) " Xpm(k-1) ‘" finish(m,k) [res = k])

m(K) 1

r: // initialised to O
Condition is false if (k!=0){

re .n>0

r=m(k-1);

r=r4+ 1 oSt : res = n
& trace : ®,
returnr

Contract of m

}
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Trace-based Contracts
D, = uXmk) . >x< % start(m,O)finish(m,O) xx|res = 0|) V

([k > 0] == start(m,k) " Xpm(k-1) ‘" finish(m,k) [res = k])

m(k) {
r: // initialised to O
Condition is false if (k!=0){
r = m(k-1);
r=r+1
¢

return r

No calls to m.

Contract of m

Contract not needed

}
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Trace-based Contracts

@, = uXmK) . [k = 0]} = start(m,0) ™ finish(m,0) *«|[res = 0]) v

([k > 0] == start(m,k) " Xpm(k-1) ‘" finish(m,k) [res = k])

m(K) 1

r: // initialised to O
Condition is false if (k!=0){

re .n>0

r=m(k-1);

r=r4+ 1 oSt : res = n
& trace : ®,
returnr

Contract of m



Trace-based Contracts

D, = uXm(K) . ([k = 0] = startm,0) " finish(m,0) = [res = 0]) V

([« > 0]+ starttmk) ™ Xp(k-1) ™ finish(m,k) [res = k])

m(K) 1

r: // initialised to O
Condition is true if (k!=0){

re .n>0

r=m(k-1);

r=r+ 1 oSt . res =n
& trace : ®,
return r

Contract of m

}
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Trace-based Contracts

D, = uXm(K) . ([k = 0] = startm,0) " finish(m,0) = [res = 0]) V
** start(m,k) T[X k-1 ™ finish(m,k) [res = k])

m(k) { .
r : // initialised to O =
Condition is true if (k!=0

r=m(k-1); —

r=r+ m(k-1) conforming to ®p(k-1)
)
return r Matching m(k-1) against X (k-1)

} Contract of m



Trace-based Contracts

D, = uXmK) . (|k = 0] == start(m,0) M finish(m,0) * 'res =0]|)V
([k > 07}« = start(m,k) "X (k-1)] ™ finish(m,k)

m(k) {
r: // initialised to O
Condition is true if (k!=0

r =m(k-1);
r=r + m(k-1) conforming to ®.(k-1) OSt : res = n

re .n>0

1

return r Matching m(k-1) against X (k-1)

trace : P,

Contract of m
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Trace Abstraction

TrAbs

[ 2: Dy T + 2i(prem(e): P, C, H{v:=f(%4(e)}?, : D,

[, Cy + 2 {vi=m(e)} %s: Dq ++ D (e) «+ D,
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Trace Abstraction

[ 2: Dy T + 2i(prem(e): P, C, H{v:=f(%4(e)}?, : D,

TrAbs

[, Cm 4 {vi=m(e)} %o : Dy ++|Dpy(e) [+ D,

k>0, Gy - s fr=m(k-T)) %y : D s [Pk P,

k>0, Cry - % {r=m(k=1)} %y : ®(K

Unfold

k> 0+ % if (kI=0) {r=m(k-1); r=r+1;} returnr : ®_,

1= {startEv(m, K)}{r := O}{r := k-1} ®, = [k > 0] «+ start(m,k) '

>= {r ;= r+1}H{finish(m, rn}{res :=r}

®,- " finish(m,k) [res = k]
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Trace Abstraction

[ %1 : (I)-| [ %1 (prem(e)): (I)‘I Cm F{V:me(%-| (9))}%2 : (I)Q

TrAbs

[, Cy + 2 {vi=m(e)} %s: Dq ++ D (e) «+ D,

k>0+ %;: D, k>0rk >0 C, H{vi=k-1)}?, : D,

k>0, Cm — 21 {ri=m(k-1)} %/ : (1)1 % % (I)m(k-1) % % (I)Q
K> 0, C - 2 {r=m(k=1)} %, : ®(K)

TrAbs
Unfold

k> 0+ % if (kI=0) {r=m(k-1); r=r+1;} returnr : ®_,

1= {startEv(m, K)}{r := O}{r := k-1} ®, = [k > 0] «+ start(m,k) '

>= {r ;= r+1}H{finish(m, rn}{res :=r}

®,- " finish(m,k) [res = k]
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Closing the Proof

k > 0 HstartEv(m, K)}{r := OHr := k=1}:[k > 0] =+ start(m,k) '

(a)

- {ri=k-1)Hr := r+1}{finish(m, N}{res :=r}: " finish(m,k) [res = K]
(b)

(a) (b)
k>0+ %,: D, k>0rk >0 C, H{ri=k-1)}%/, : O,
k>0, Cm — 2({r.=m(k—1)} %/, - (I)-| % % (I)m(k-1) % % (I)Q
k>0, Cy+ 2{ri=m(k-1)} 25 : DK

TrAbs
Unfold

k >0+ %, if (kI=0) {r=m(k-1); r=r+1;} returnr : ®_,
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Conclusion

Part |
State-based Contracts

Part Ili
A Logic for Trace Contracts

Part i
Trace Semantics

Part IV
A Calculus for
Deductive Verification
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Conclusion

Part |
State-based Contracts

What happens during execution? (Intermediate Annotations)

Low readability No independence of the code
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Conclusion

Part Il
Trace Semantics

For sequential programs with recursive calls
Events to capture properties of the execution
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Conclusion

Part lli
A Logic for Trace Contracts

Specifying properties over finite program traces

Trace contracts

Judgments to express correctness of trace contracts

/3



Conclusion

Part IV
Deductive Verification

Sound Calculus: Verifying trace contracts
Symbolic Execution & Trace Abstraction
Modular Verification!

74



Conclusion

Part |
State-based Contracts

And their limitations

Part Il
A Logic for Trace Contracts

Specifying
accepted behaviours

Part i
Trace Semantics

Capturing what happens
during execution

Part IV
Deductive Verification

Verifying
Trace Contracts
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