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wellFormed(anon_heap_LOOP_0),
wellFormed(heap),

self.<created> = TRUE,

SumAndMax : :exactInstance(self) = TRUE,
a.<created> = TRUE,

measuredByEmpty,

a.length > 0,

Vint i; (i < a.length A i >0 - a[i] 2 0)
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self = null,
null,
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SumAndMaxjava |
1|class SumAndMax {
2
B int sum;
4 int max;
5
6 /*@ normal_behaviour
7 @ requires (\forall int i; @ <= i & i < a.length; @ <= a[i]);
8 @ assignable sum, max;
9 @ ensures (\forall int i; @ <= i && i < a.length; a[i] <= max);
10 @ ensures (a.length > @
11 @ ==> (\exists int i; @ <= i & i < a.length; max ==
12 @ ensures sum == (\sum int i; @ <= i & i < a.length; a[il);
13 @ ensures sum <= a.length * max;
14 @*/
15 void sumAndMax(int[] a) {
16 sum = @;
17 max
18 int k = o;
19
20 /*@ loop_invariant
21 @ 0 < k& k <= a.length
22 @ 8& (\forall int i; @ <= i 8&& i < k; a[i] <= max)
23 @ & (k == @ ==> max == 0)
24 @ & (k>0 (\exists int i; @ <= i && i < k; max == a[i]))
25 @ && sum == (\sum int i; @ <= i & i< k; a[il)
26 @ && sum <= k * max;
27 e
28 @ assignable sum, max;
29 @ decreases a.length - k;
30 @*/
31
32 if(max < af(kl) {
33 max = a[k];
34
35 sum += a[k];
36 k++;
37 }
38 ¥
39(}
a0

Normal Execution (a = null)
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KR strategy: Applied 64 rules (0.0 sec), closed 1 goal, 1 remaining
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bsum{int i;} (0, [ [ Sumanamaxjava |
ko, 1|class SumAndMax {
ali]@heap[self.sum 2
[self.max 3 int sum;
fanon(  {(self, SumAndMax::$max)} 2 int max;
U {(self, SumAndMax::$sum)}, 5
anon_heap_LOOP_0)]) 6 /*@ normal_behaviour
= self.sum@anon_heap_LOOP_0, L 7 @ requires (\forall int i; 0 <= i & i < a.length; @ <= a[i]);
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e
e
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e
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= self.sum@anon_heap_LOOP_0, L 7 @ requires (\forall int 0 <= i & i < a.length; @ <= a[il);
self.max@anon_heap_LOOP_0 * k_@ > self.sum@anon_heap_LOOP_0, || g assignable sum, max;
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uellFoned(heap) .
self.<created> =
SumAndMax: exactInstance(self)

==> (\exists int i;

i8& i < a.length; max
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e
e

@ ensures (a.length > 0
e
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alil)):
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Closed U {(self, SumAndMax::$sum)},
B Null Reference (_a =| anon_heap_L0OP_2)1) 32 if(nax < alkl) {
+ 2333:Closed goal A( ( alength> o - - - 33 max = a[k];
™ Index Out of Bound: aint i: 34
+ 2397:Closed goal (i 2 ° 35 sum += a[k];
+ Cifx_2 false A i < alength 36 ks
 361:0PEN GOAL A alileheap(self.sun 37 3
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KGR strategy: Applied 64 rules (0. sec), closed 1 goal, 1 remaining
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..
Vision

@ Open goal should be presented in a view the user is familiar with.
@ [nteraction should be possible on the input artifact (Java/JML).
& When switching between different representations, KeY should present hints that help to connect them.

@ Formulae should be presented in the way the user has written them.

W. Pfeifer: Advancements in User Interface and Institute of Information Security

3/20 August 9, 2023 Usability of KeY and Dependability (KASTEL)
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Progress so far

“Integrating Source Code, Specification and Proof State into a Single Interactive View for the Deductive
Verification Tool KeY” (Master’s Thesis, Mike Schworer)

Idea: Represent a goal (sequent) of the proof as JML.

W. Pfeifer: Advancements in User Interface and Institute of Information Security

4/20 August 9, 2023 Usability of KeY and Dependability (KASTEL)



Progress so far A“(IT

Karlsruhe Institute of Technology

“Integrating Source Code, Specification and Proof State into a Single Interactive View for the Deductive
Verification Tool KeY” (Master’s Thesis, Mike Schworer)

Idea: Represent a goal (sequent) of the proof as JML.
@ Take initial PO and assign origins/categories to the terms
@ Transform correctly under rule applications

© Render the new view:
Input: Sequent with origin/category tags, Java/JML
Output: Source code with additional JML assume/assert statements placed

W. Pfeifer: Advancements in User Interface and Institute of Information Security
420 August9,2023  yapiliny of KeY and Dependability (KASTEL)



Progress so far ﬂ(IT

Karlsruhe Institute of Technology

“Integrating Source Code, Specification and Proof State into a Single Interactive View for the Deductive
Verification Tool KeY” (Master’s Thesis, Mike Schworer)

Idea: Represent a goal (sequent) of the proof as JML.
@ Take initial PO and assign origins/categories to the terms
@ Transform correctly under rule applications

© Render the new view:
Input: Sequent with origin/category tags, Java/JML
Output: Source code with additional JML assume/assert statements placed

® Symbolic execution has finished (no modalities).
@ All updates are applied.

@ Restrictions to allowed programs (e.g., no for loops, only return + variable, ...).

W. Pfeifer: Advancements in User Interface and Institute of Information Security

4/20 August 9, 2023 Usability of KeY and Dependability (KASTEL)
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( valuesInput[i] + offset >

( valuesoutput[i]
( valuesoutput[i]

(valuesInput[i] + offset
= (valuesInput[i] + offset - 26 )

A<=

© ensures (\forall int i; 0 <= i 8& i <
© ensures \result == valuesInput.length;

e

. rl

R 0:0PEN GOAL

s..f t/:alcch)'ffre(int offset) {
int loopidx = 0;
convertToupper() ;

e

@ loop_invariant
@ loop_invariant
e

@ <= loopidx;
loopidx <= valuesInput.length;

@ loop_invariant
@ loop_invariant

( \forall int i; 0 <= i && i < loopidx;

19
20
21
2
23
2
2
2
27
28
2
30
31
2
33
34
35
36
37
38
39 ( \forall int i; @ <= i & i < loopidx;
40

e
@ loop_invariant

a1 ( \forall int i; @ <= 1 8& 1 < loopidx;
2 e

a3 @ decreases valuesInput.length - loopidx;

aa e

a5 @ assignable valuesOutput[*];

6 U

47 while (loopidx < valuesInput.length){

48

49 if (valuesInput[loopidx] <= ' - offset) {
50 int tmpl = valuesTnput[loopidx] + offset;
51 valuesOutput [loopidx] = (char)tmpl;

52

53 } else (

54

55 int tmp2 = valuesInput[loopidx] + offset - 26;
56 valuesOutput [loopidx] = (char)tmp2;

57

58 }

59

60

61 oopidx++;

62 }

i] & i]

( valuesInput[i] + offset <= '2° .
)

2') ==> ( valuesOutput[i] ==
( valuesInput[i] + offset > ‘')

==> ( valuesOutput[i]

(valuesInput[i] + offset - 26
(valuesInput[i] + offset

‘A" <= valuesOutput[i] & valuesOutput[i] <= 'Z' );

Cut on this term (cut direct)
cut

split
Split, and Close Provable Goals.

Hide this term
Insert Hidden (0 items) »
Instantiate Quantifier

Show taclet info (inner nodes only)

‘Show Postcondition/Assignable

K’ Replaying proof

Showlog @




R

KeY 2.11.0 [schwoerer/ma-ext-source-view]

Eile View Proof Options Origin Tracking

[ Runz3, cves, princess

EICE

=lclz(ale] = =3[ (o]u]

=
(DA | -oac Layout | Save ayout)

. with model Part_1@3:07:05 PM
& Caesarchiffre[CaesarChiffre:calcChi

[T T — ]

| @ info | 8 proofsearch scategy
et

_Bo

INormal Execution (x_arr_1 != null)

+ £ Normal Execution (x_ar]
- & Normal Execution

v A X

About

convertToUpper () ;

e
@ loop_invariant 0 <= loopid;
© loop_invariant loopidx <= valuesInput.length;
e
@ loop_invariant ( \forall int i; 0 <= i 8& i < loopidx; ( valuesInput[i] + offset <= 'Z'
@ loop_invariant ( \forall int i; 0 <= i & i < loopidx; ( valuesInput[i] + offset >

e
@ decreases valuesInput.length - loopidx;
e

@ assignable valuesoutput[*];

e/

/1@ assume \old(valuesInput) [loopidx] <= (90 + (offset * -1));
//@ assume \forall int i; ((i < (\old(valuesInput).length)) & (@ <= 1)) ==> (‘A"

//@ assume ( \forall int i; 0
//@ assume ( \forall int i; 0

<=1 8& i < loopidx; ( valuesInput[i] + offset <= ‘'
<=1 a& i < loopidx; ( valuesInput[i] + offset >

( valuesoutput[i]
( valuesoutput[i]

e
© loop_invariant ( \forall int i; 0 <= i 8& i < loopidx; 'A’ <= valuesOutput[i] && valuesOutput[i] <= 'Z' );

valuesInput[i] & valuesInput[i] <=

( valuesoutput [i]
( valuesoutput[i]

(valuesInput[i] + offset

z);

(valuesInput[i] + offset

(valuesInput[i] + offset - 26 )

(valuesInput[i] + offset - 26 )

1)
)i

e & while (loopidx < valuesInput.length){
v (1 Normal Execution (x_arr_2 = 48 |
TRifxs e a9 if (valuesInput[loopid] <= 'Z* - offset) {

)
)

705:0PEN GOAL

//@ assune ( \forall int i; 0 <= i 8& i < loopidx; 'A’ <= valuesOutput[i] 8& valuesOutput[i] <= 'Z' );

» B Null Reference (x_ar|
~ m Index Out of Bound:
 826:Closed goal
» B8 Null Reference (x arr_3)
»ma Index Out of Bounds (]
- C3if xS false
+ £ Normal Execution (x.ar|
+ I Normal Execution (x
R 639:0PEN GOAL
» Bu Null Reference (x_ar|
» ma Index Out of Bound:
» B Null Reference (arr_3
»ma Index Out of Bounds (]
» B8 Null Reference (x arr_2 = null
» ma Index Out of Bounds (x_arr_2

so int tmpl = valuesInput[loopidx] + offset;
51 valuesoutput [loopidx] = (char)tmpl;

52

53 } else (

54

55 int tmp2 = valuesInput[loopidx] + offset - 26;
56 valuesoutput [loopidx] = (char) tmp2;

57

58 }

59

60

/1@ assume offset >= 0;
/1@ assume offset < 26;
//@ assune 0 <= loopidx;

61
[ if x 2 false //8 assert 0 <= loopidx;
Null Reference (Carr_1 = null) 1/@ assert loopidx <= valuesInput.length;
|l Reference (x arr = null) /1@ assert ( \forall int i; @ <= i & i < loopidx; ( valuesInput[i] + offset <= 'Z') ==> ( valuesOutput[i] == (valuesInput[i] + offset - 26 ) ) );
/1@ assert ( \forall int i; @ <= i & 1 < loopidx; ( valuesInput[i] + offset > > ( valuesOutput[i] == (valuesInput[i] + offset ) ) );
al Post (convertToUpper) 178 assert ( \forall int i; @ <= i & 1 < loopidx; 'A’ <= valuesOutput[i] & valuesOutput[i] <= ‘2’ );
lertToUpper) /1@ assert 0 <= length - loopidx) < ( length - loopidx);
62 } hd
Normal Execution (x_arr_5 = null) |
‘ (4 ) closed 11 goals, B showlog o'




R KeY 2.11.0 [schwoerer/ma-ext-source-view] v oA X
Eile View Proof Options Origin Tracking About

-|[a]x [=[clelale]|= (3] [¢|x] o ] Com oo oo o] O Exporation ot e

[ Runz3, cves, princess

. with model Part_1@3:07:05 PM
@ CaesarcChiffre[CassarChiffre:calcchi convertToUpper () ;

e
@ loop_invariant 0 <= loopidx;
© loop_invariant
e

[T T — ]

| @ info | 8 proofsearch scategy
et

_Bo

@ loop_invariant ( \forall int i; @ <= i & 1 < loopidx; ( valuesInput[i] + offset <= 'Z'
@ loop_invariant ( \forall int i; 0 <= i & i < loopidx; ( valuesInput[i] + offset >

( valuesoutput[i]
( valuesoutput[i]

(valuesInput[i] + offset - 26 ) ) );
1)

(valuesInput[i] + offset

e
© loop_invariant ( \forall int i; 0 <= i 8& i < loopidx; 'A’ <= valuesOutput[i] && valuesOutput[i] <= 'Z' );

e
@ decreases valuesInput.length - loopidx;
e

@ assignable valuesoutput[*];

e/

//@ assune \old(valuesInput) [loopidx] <= (90 + (offset * -1));
Normal Execution (x_arr_1 1= null) //@ assume \forall int i; ((i < (\old(valuesInput).length)) & (@ <= i)) ==> (‘A"
Eif x 2true a7 while (loopidx < valuesInput.length){
v £ Normal Execution (carr_2!= | | g =]
T Eif xS true a9 if (valuesInput[loopidx] <= ‘Z' - offset) {

7 E3Normal Execution (x_ar| /1@ assume ( \forall int i; @ <= i 8& i < loopidx; ( valuesInput[i] + offset <= 'Z'

7 I Normal Execution ( //@ assume ( \forall int i; @ <= i 8& i < loopidx; ( valuesInput[i] + offset >
705:0PEN GOAL

valuesInput[i] & valuesInput[i] <= 'Z');

( valuesoutput [i]
( valuesoutput[i]

(valuesInput[i] + offset - 26 ) )
(valuesInput[i] + offset V)

//8 assume ( \forall int i; 0 <= i & i < loopidx; 'A’ <= valuesOutput[i] 8 valuesOutput[i] <= ‘Z' );
}- @ Null Reference (carff | 5q int tapl = valuesTnput[loopidx] + offset;
@ Index Out of Boundsl{ | 5; valuesoutput[loopidx] = (char)tmp;
 826:Closed goal 52
» 8m Null Reference (x_arr 3] | 55 ) else ¢
»- 88 Index Out of Bounds (] | o,
> @i x5 false 55 int tnp2 = valuesInput[loopidx] + offset - 26;
7~ ENormal Execution (ar | sq valuesOutput [loopidx] = (char)tmp2;
+ £ Normal Execution (Xf |
R 639:0PEN GOAL [ | 25 )

+ B Null Reference (carl | 5
» B Index Out of Bound:
+ 8 Null Reference (x arr_3
» B Index Out of Bounds (x
» B Null Reference (x.arr_2 = nul
» B Index Out of Bounds (c.arr 2| | g1
[ if x 2 false //8 assert 0 <= loopidx;
INull Reference (x_arr_1 = null) S
|l Reference (x arr = null) //@ assert ( \forall int i; 0 <= 1 && i ¥ loopidx; ( valuesInput[i] + offset <= ‘Z')

/1@ assume offset >= 0;
/1@ assume offset < 26;
//@ assune 0 <= loopidx;

> ( valuesOutput[i]

valuesInput[i] + offset - 26 ) ) );
))

/1@ assert ( \forall int i; @ <= i & i < loopidx; ( valuesInput[i] + offset > ') ==> ( valuesOutput[i] == (valuesInput[i] + offset 8
al Post (convertToUpper) 178 assert ( \forall int i; @ <= i & 1 < loopidx; 'A’ <= valuesOutput[i] & valuesOutput[i] <= ‘2’ );
fertToUpper) /1@ assert 0 <= length - loopidx) < ( length - loopidx);
62 } hd

Normal Execution (x_arr_5 = null) J

‘ Kg» i ), closed 11 goals, ini B showlog o'




R KeY 2.11.0 [schwoerer/ma-ext-source-view] v oA X

File View Proof Options Origin Tracking About
=lclz(ale] = =3[ (o]u] o ] Com oo oo o] BTG F)

[-] [a]*

[ Runz3, cves, princess

P a3 @ decreases valuesInput.length - loopidx; =
vt model Part1€3:07:05 P - o
£ e CReSGHTE 25 @ assignable valuesoutput[*];
46 e*/
//@ assume \old(valuesInput) [loopidx] <= (90 + (offset * -1));
I — //@ assune \forall int i; (1 < (\old(valuesInput).length)) & (0 <= 1)) ==> (‘A" <= valuesInput[i] & valuesInput[i] <=
g while (loopidx < valuesInput.length){
S I S— §f (valuestnput(loopidh] <= ‘2 - offset) {
@ tnfo 2 Proof Search trateay /@ assume ( \forall int i; 0 <= i & i < loopidx; ( valuesTnput[i] + offset <= '2') ==> ( valuesOutput[i] == (valuesInput[i] + offset - 26 ) ) );
//@ assume ( \forall int i: 0 <= i & 1 < loopidx; ( valuesInput[i] + offset > ') ==> ( valuesoutput(i] == (valuesInput[i] + offset ));
//8 assune ( \forall int i; 0 <= i & i < loopidx; 'A’ <= valuesOutput[i] 8 valuesOutput[i] <= ‘Z' );
s0 int tnpl = valuesInput[loopidx] + offset;
51 valuesOutput [loopidx] = (char)tmp1;
52
53 } else {
54
ution (x_arr_1 55 int tmp2 = valuesInput[loopidx] + offset - 26;
6 valuesOutput [loopidx] = (char)tmp2;
| Execution (x_arr_2 != null) 57
LS true 58 }
INormal Execution (x_arr_3 = null) 59
[=3 Normal Execution (x_arr_t 60
v [JCase 1 //@ assume offset >= @;
® 10029:0PEN GOAL //@ assume offset < 26;
» Bm Case 2 //@ assume @ <= loopidx;
i Null Reference (x_arr_5 = null) 61
mm Index Out of Bounds (x_arr_ //@ assert @ <= loopidx;
INull Reference (x.arr_3 = 118 assert loopidx <= valuesInput.length;
lindex Out of Bounds (x_arr_3 1= /7@ assert ( \forall int i; 0 <= i & i < loopidx; ( valuesInput[i] + offset <= 'z‘) ==> ( valuesOutput[i] == (valuesInput[i] + offset - 26 ) ) );
| false //8 assert ( \forall int i; 0 <= i & 1 < loopidx; ( valvesInput[i] + offset > ') == ( 1] il + offset 1))
leference (x_arr_2 = null) /@ assert ( \forall int i; @ <= i 8 i < loopidx; 'A’ <= valuesOutput([i] & valuesOutput[i] <= 'Z' ); Symbolic Exacution and Simplification
Out of Bounds (x_arr_2 != null, but 62 } d I
© o3 Close If Provable
ce (c.arr_1 = null 64 return valuesOutput.length; - —
(K_;";,.uu, ) /1@ assignable [ valuesOutput[*] 1; //T0DO EHEE ST )
6| ) cut
\vertToUpper) 66 split
67 /*@ normal_behaviour
68 e Hide this term
69 @ requires valuesInput.length > 0; Insert Hidden (0 items) >
7 e [ nstantiate Quantifier
7 @ ensures (\forall int i; @ <= i && i < i] && val Input[i] <= 'Z');
72 e
73 @ assignable valuesInput(*];
74 e/ I
[ Show taclet info (inner nodes only) ‘Normal Execution (x_arr_5 = null)

K Proof has been pruned: 2 open goals remain.

Showlog @




R

Eile View Proof Options Origin Tracking

(0] [mmmsmmns @]x

hiffrezcalcChi

. with model Part_1©3:07:05 PM
§ CaesarchiffreCaesarchi

[T T — ]

ExtSourceView {{DEBUGH

0 info [ 8 proot e ey |
" plstionsieps_| efa proat

I Execution (x_arr_2 1= null)

5 false
INormal Execution (x_arr_3
(=3 Normal Execution (x_arr_5 !
v (JCase 1
v HCase1
v CCase 1
» W Casel
v [CCase2
R 18711:0PEN GO/|
» W Case2
» M Case2

» W Case2
/s Null Reference (x_arr_5 = null)
{am Index Out of Bounds (x_arr_5
INull Reference (x arr_3 = null)
Index Out of Bounds (x_arr_3 !
leference (x_arr_2 = null)
Out of Bounds (x_arr_2 != null, but
e
ce (x_arr_1 = null)
(x_arr = null)

ul

\vertToUpper)

=lclz(ale] = =3[ (o]u]

KeY 2.11.0 [schwoerer/ma-ext-source-view] v oA X

About

=
(DA | -oac Layout | Save ayout)

@ loop_invariant 0 <= loopid;

@ loop_invariant loopidx <= valuesInput.length;

e

@ loop_invariant ( \forall int i; 0 <= i & i < loopidx; ( valuesInput[i] + offset <= 'Z')
@ loop_invariant ( \forall int i; 0 <= i 8& i < loopidx; ( valuesInput[i] + offset > ‘z') ==> ( valuesOutput[i] == (valuesInput[i] + offset

e

@ loop_invariant ( \forall int i; 0 <= i 8& i < loopidx; 'A’ <= valuesOutput[i] 8& valuesOutput(i] <= 'Z' );
e

@ decreases valuesInput.length - loopid;

e
© assignable valuesoutput[*];
ot/

/1@ assume \forall int i; ((i < (\old(valuesInput).length)) & (@ <= i)) ==> ('A' <= valuesInput[i] && valuesInput[i] <=
//@ assume !(\old(valuesInput) [loopidx] <= (9@ + (offset * -1)));
while (loopidx < valuesInput.length){

if (valuesInput[loopidx] <= 'Z' - offset) {
int tmpl = valuesInput[loopidx] + offset;
valuesOutput [loopidx] = (char)tmp1;

} else {

/1@ assune ( \forall int i; © <= i && i < loopidx; ( valuesInput[i] + offset <= 'Z')
//@ assume ( \forall int i; © <
/1@ assume ( \forall int i; © <= i && i < loopidx; 'A’ <= valuesOutput[i] & valuesOutput[i] <= 'Z' );
int tmp2 = valuesInput[loopidx] + offset - 26;

valuesOutput [loopidx] = (char)tmp2;

/1@ assume offset >= 0;
/1@ assume offset < 26;
//@ assume @ <= loopid

}

return valuesoutput. length;
}

/*@ normal_behaviour
e

@ requires valuesInput.length > 0;

==> ( valuesOutput[i] == (valuesInput[i] + offset - 26

( valuesoutput[i]
( valuesoutput[i]

(valuesInput[i] + offset - 26 ) ) );
(valuesInput[i] + offset )))

i 8& i < loopidx; ( valvesInput[i] + offset > °Z') :

Show taclet info (inner nodes only)

Normal Execution (x_arr_5 = null)

K@ strategy: Applied 123 rules (0.0 sec), closed 1 goal, 2 remaining

‘!Shwnlog‘o




R KeY 2.11.0 [schwoerer/ma-ext-source-view] v oA X
File View Proof Options Origin Tracking About

[nzscvcs rines | [@1] 5 [m[cl@[a[e] =] [2]] [¢]m] [petaa -] I | || Coplriontode (1

(] Loaded Proofs — 8 8| ([ sequent -80o

oroots =] | Cassarchitiejava |
~with model Part_1@3:07:05 PM + (self. [1]eheapAfter_c .
CaesarchifelCassarchifrezcalcchif aronheap_LooP) || 33 [
\forall int i; 34|/
(i< loopidx 0&i>=0 35| @ loop_invariant @ <= loopidx;
> offset 36| @ loop_invariant loopidx <= valuesInput.length;
+ (self. [i]eheapAfter_convertT . 7| e
anon_heap_LOOP) ] 38| @ loop_invariant ( \forall int i; © <= i & i < loopidx; ( valuesInput[i] + off
> 9 39| @ loop_invariant ( \forall int i; @ <= i & i < loopidx; (
> (self. [i]eheapafter_convertT . | e
anon_heap_LOOP) ] 41| @ loop_invariant ( \forall int i; © <= i & i < loopidx; 'A’ <= valuesOutput[i]
= offset 2| e
+ (self. [i]eheapAfter_ . @ decreases valuesInput.length - loopidx;
anon_heap_LooP)| (| 41| @
\forall int i; 45| @ assignable valuesoutput[*];
(i< loopidx 0 &i>=0 6| e/
(self.valuesOutput@heap) [1] @heapAfter_convertToUpper[anon(self.valuesou| //@ assume \forall int i; ((i < (\old(valuesInput).length)) 8& (0
anon_heap_L0O| //@ assume !(\old(valuesInput)[loopidx] <= (90 + (offset * -1)));
>= 65 47 |while (loopidx < valuesInput.length)
& (self. [i]eheapAfter_convert self.valuesou | | 45 ¢ ot

anon_heap_L00,_| [ 49 if (valueslnwt[loopj.dx] <= '7' - offset) {

I Execution (x_arr_2 = null) <= %) 50 1 = valuesInput[loopidx] + offset;
& = 51 valuesOutput [loopidx] = (char)tmpl;
S false (self valuesInputeheap) [loopidx_0]@anon_heap_convertToUpper <= 90 + offset * -1, 52 7

INormal Execution (x_arr_3 self.valuesoutput = null, 53 } else {

=3 Normal Execution (x_arr_5 ! self.valuesInput = null, 54
+ CcCase 1 self.valuesOutput = self.valuesInput, //@ assume ( \forall int i; @ <= i 8 i < loopidx; ( valuesInput[i] + off
v Cicase 1 self = null, 1/@ assume ( \forall int i; @ <= i & i < loopidx; ( valuesInput[i] + off
+ Ccaset 118 assume ( \forall int i; 0 <= i && 1 < loopidx; 'A’ <= valuesOutput[i]
55 int tmp2 = valuesInput[loopidx] + offset - 26;
56 valuesOutput[loopidx] = (char)tmp2;
57
58 }
59
60
//@ assume offset >= 0;
/1@ assume offset < 26;
//@ assume 0 <= loopid;
61
Out of Bounds (x_arr_2 != null, but 62|}
e 63
ce (xarr_1 = null) 64 |return valuesoutput. length;
(x_arr =null) 65
66
vertToupper) 67 |normal_behaviour
68 =
BT - i I D

only) || 5T Normal Execution (x_arr_5 t= null)

KR strategy: Applied 123 rules (0.0 sec), closed 1 goal, 2 remaining ‘!Shmlq‘o
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Evaluation

@ Evaluated with 6 KeY experts

@ The work shows:
® |dentifying bugs can be faster, even for KeY experts.

a Origin/category tracking of formulas is really important.

& For making more interactions available, we need a better parser.

W. Pfeifer: Advancements in User Interface and Institute of Information Security

6/20 August 9, 2023 Usability of KeY and Dependability (KASTEL)
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Ongoing work

“Embedding Proof Scripts into Java/JML Source Code” (Master’s thesis)
Idea: Write the interactions in form of a script into the source code.

W. Pfeifer: Advancements in User Interface and Institute of Information Security

7/20 August 9, 2023 Usability of KeY and Dependability (KASTEL)
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7/20 August 9, 2023

KIT

Ongoing work

“Embedding Proof Scripts into Java/JML Source Code” (Master’s thesis)
Idea: Write the interactions in form of a script into the source code.

//@ requires reql: (\exists int x; (\forall int y; p(x,y)));
//@ ensures ensl: (\forall int v; (\exists int u; p(u,v)));
void m(int param) {
if (param > 7) {
//@ pragma [StrategyProperty]QUERYAXIOM_OPTIONS_KEY=QUERYAXIOM_ON;
/*@ assert phi \by {
@ var skl = reql.skolemize();
var cutTerm = (\forall int z; pred(z));
assert cutTerm \by {

ensl.instantiate(v=skl.x);

@

c]

@
@ }
@

¢

c]

+ @x/

W. Pfeifer: Advancements in User Interface and Institute of Information Security
Usability of KeY and Dependability (KASTEL)



KIT

Further Usability Improvements

Proof Slicing

Navigation History

Undoing Interactions

Automatically run JavaC first (Alexander Weigl)
Background SMT (ongoing)

Proof Caching (ongoing)

W. Pfeifer: Advancements in User Interface and Institute of Information Security

8/20 August 9, 2023 Usability of KeY and Dependability (KASTEL)



Further Usability Improvements

8/20 August 9, 2023

Proof Slicing
Navigation History
Undoing Interactions
Automatically run JavaC first (Alexander Weigl)
Background SMT (ongoing)
Proof Caching (ongoing)

W. Pfeifer: Advancements in User Interface and
Usability of KeY

KIT

Karlsruhe Institute of Technology

Institute of Information Security
and Dependability (KASTEL)



Ikilled(butler, agatha) | !richer(butler, agatha) =

—

= killed(charles, w8_2)

OplyEq 129

One Step Simplification |

'killed(charles, w8_2) =

replace_known_right 77

= hates(z7_0, w8_3)
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Eile View Proof Options Origin Tracking

[©] [runcves.princesszs| - | [@]%

(] Loaded Proofs
Proofs
Env.with no model

+/ projectkey

Exploration Steps.

ng
[ @wmo | &} Proof Search Strategy

Dependency graph

[] Abbreviate formulas

Show rendering of graph

Proof analysis
Total steps:?
Useful steps:?

De-duplicate rule applications
Run analysis
Show rule statiStics

Proof slicing

slice proof to fixed point

KeY 2.11.0 [main] v oA X
About
5], {[Z]=] [ EE] 7 oasee[peea [ omtayme]seve oy secagee], D] | i espormionsios i pitumiction
(] Sequent — B 8| soure 80
Inner Node No source loaded
\exists S z7; (lives(z7) & killed(z7, agatha))
& lives(agatha)
& lives(butler)
& lives(charles)
& \forall S z8; (lives(z8) -> 28 = agatha | (28 = butler | 28 = charles))
& \forall S 29; \forall S 20; (killed(29, z0) -> hates(z9, z0))
& \forall S wl; \forall s w2; (killed(wl, w2) -> Iricher(wl, w2))
& \forall S w3; (hates(agatha, w3) -> Ihates(charles, w3))
& \forall S w4; (Iw4 = butler -> hates(agatha, w4))
& \forall S ws; (Ixicher(ws, agatha) -> hates(butler, ws))
& \forall s w6; (hates(agatha, w6) -> hates(butler, w6))
& \forall S w7; \exists S w8; Ihates(w7, w8)
& lagatha = butler
-> killed(agatha, agatha)
Nosource loaded |

‘ K strategy: Applied 141 rules (0.3 sec), closed 3 goals, 0 remaining




R 2

Eile View Proof Options Origin Tracking

[©] [runcves.princesszs| - | [@]%

(] Loaded Proofs
Proofs
Env.with no model

+/ projectkey

—Bo

=[c[=ala]

Exploration Steps
I £ Proof Search Strategy

o

Dependency graph
Graph nodes: 162
Graph edges: 204
[] Abbreviate formulas
Show rendering of graph

Proof analysis
Total steps: 141
ps: 75
Total branches: 3
Useful branches:
Dependency analysis
De-duplicate rule applications

Run analysis

Proof g
Slice proof to fixed point b

Execution timings

Algorithm Time
0 (total time) 6ms
1 Dependency Analysis 2ms

1a Dependency Analysis: search starting @ closed goals 2 ms

1b Dependency Analysis: analyze branching nodes 0 ms
1c Dependency Analysis: final mark of useless steps 0 s
2 Duplicate Analysis 2ms
~ statistical data gathering 1ms

KeY 2.11.0 [main]

\exists S z7; (lives(z7) & killed(z7, agatha))

& lives(agatha)

& lives(butler)

& lives(charles)

& \forall S z8; (lives(z8) -> 28 = agatha | (28 = butler | 28 = charles))
& \forall S 29; \forall S 20; (killed(29, z0) -> hates(z9, z0))

& \forall S wi; \forall S w2; (killed(wl, w2) -> Iricher(wl, w2))
& \forall s w3; (hates(agatha, w3) -> Ihates(charles, w3))

& \forall S w4; (Iw4 = butler -> hates(agatha, w4))
& \forall S wS; (Iricher(ws, agatha) -> hates(butler, ws))
& \forall S w6; (hates(agatha, w6) -> hates(butler, w6))

& \forall S w7; \exists S w3; Ihates(w7, w8)
& lagatha = butler
-> killed(agatha, agatha)

No source loaded

VoA x
About
€[], =T [ @]58] 2 ool soes ey sev o] e = [S]]  esptrion e i enivesion
(] sequent — 8 O (] source - a0
Inner Node

Nosource loaded

K@ strategy: Applied 141 rules (0.3 sec), closed 3 goals, 0 remaining

javac @




R KeY 2.11.0 [main] v oA X

File View Proof Options Origin Tracking About
l:l Run CVCS, Princess, 23 | + EE El E > @B @ Layouts: Default || Load Layout ' save Layout| | Reset Layout B ] Exploration Mode [ Hide justification

(1 Loaded proofs — 8.8 [ sequent — 800 soure —@no

Proofs Tnner Node No source loaded

‘W;W/"’::F'::":; lives(27.0),

killed(27_0, agatha),

lives(agatha),

Tives(butler),

lives(charles),

27_0 = charles,

\forall 5 z8; (Ilives(z8) | z8 = agatha | z8 = butler | z8 = charles),
hates(z7_0, agatha),

\forall S 20; (hates(z7_0, z0) | Ikilled(charles, 20)),
\forall s 20; (hates(butler, z0) | Ikilled(butler, z0)),
omcut direct \forall S 20; (hates(agatha, z0) | Ikilled(agatha, 0)),
| aw cUT: 27,0 = charles TRUE \forall s 20; (hates(charles, 20) | Ikilled(charles, 20)),

Exploration Steps
I £ Proof Search Strategy

o

+ X 100:0ne step Simplifcation: 1 rule \forall S 29; \forall S z0; (hates(z9, z0) | Ikilled(z9, 20)),
X 122:rue_left \forall s w2; (1killed(z7.0, w2) | Iricher(z7.0, w2)),
X 123:applyEq \forall s w2; (1killed(butler, w2) | Iricher(butler, w2)),
X 124:2pplyEq \forall S wl; \forall S w2; (Ikilled(wl, w2) | Iricher(wl, w2)),
X[125:applyEq \forall s w3; (Ihates(agatha, w3) | Ihates(charles, w3)),
X 126:applyEq hutler.
X 127: I,
x}giﬂ,‘:}ﬁ: \forall S wa; (wd = butler | hates(agatha, wd)),
X 129:3pplyEq richer(butler, agatha),
X 130:3pplyEq hates butler, 27.0),
X 131:applyEq ] \forall S uS; (hates (butler, wS) | richer(us, agatha)),
132:applyEq \forall S w6; (lhates(agatha, w6) | hates(butler, w6)),
X 133:3pplyEq \forall S w7; \exists S wg; Ihates(w7, w8)
134:allLeft o

killed(butler, agatha),

13Sirepl I
a5acplace fnokn Jeft killed(butler, butler),

» 136:0ne Step Simplification: 2 rules

137:notLeft killed(agatha, butler),
138:allLeft killed(charles, w8_2),
139:eqsymm richer(charles, agatha),
140:replace_known_right killed(27_0, w8_3),

» 141:0ne Step simplification: 2 rules hates(z7_0, w8_3),
142:closeFalse hates(charles, w8_2),
v 143:Closed goal hates(agatha, butler),

'~ B CUT: 27.0 = charles FALSE hates(butler, butler),

» 101:0ne Step Simplification: 1 rule |Jf| butler = agatha,

102:cut_direct killed(agatha, agatha)

v B8 CUT: 27.0 = butler TRUE

ne Step Simplification: 1 rule
X 112itrue_left

119:applyEq <] Nosource loaded

K@ strategy: Applied 141 rules (0.3 sec), closed 3 goals, 0 remaining

javac @




R KeY 2.11.0 [main] v oA X
Eile View Proof Options Origin Tracking

About
[O] [mmas || [@]x] [w[C]a] 3|, Z[ST7] 2[5 oy peeon[ s sew o] [nee o] S]], epirson i i snie
(] Loaded Proofs — B 8| (] sequent — 8 O (] source - a0
Proofs. Inner Node No source loaded
Env. with no model

lives(z7_0),
killed(27_0, agatha),
lives(agatha),
Tives(butler),
lives(charles),

27_0 = charles,

+/ projectkey

\forall 5 z8; (Ilives(z8) | z8 = agatha | z8 = butler | z8 = charles),
hates(z7_0, agatha),
\forall

Exploration Steps
I £ Proof Search Strategy

S 20; (hates(27.0, 20) | Ikilled(charles, 20)),

\forall s 20; (hates(butler, z0) | Ikilled(butler, z0)),
\forall § 20; (hates(agatha, 20) | Ikilled(agatha, 20)),
\forall s 20; (hates(charles, 20) | Ikilled(charles, 20)),
\forall § 29; \forall 5 z0; (hates(29, 20) | Ikilled(z9, 20)),
\forall S w2; (lkilled(z7_0, w2) | Iricher(z7_0, w2)),

[ Abbreviate formulas \forall s w2; (Ikilled(butler, w2) | Iricher(butler, w2)),
\forall s wl; \forall s w2; (tkilled(wl, w2) | Iricher(wi, w2)),

o cengesinn ot ] \forall 5 w3; (lhates(agatha, w3) | Ihates(charles, w3)),

Proof analysis

T,
\forall s w4; (wé = butler | hates(agatha, wa)),
richer(butler, agatha),
hates (butler, 27._0),
\forall s ws; (hates(butler, wS) | richer(ws, agatha)),
Dependency analysis \forall S w6; (lhates(agatha, w6) | hates(butler, we)),
De-duplicate rule applications \forall S w7; \exists S w8; lhates(w7, w8)
T killed(butler, agatha),
| show rule satistics_| killed(butler, butler),
killed(agatha, butler),
ot sieing| Killed(charles, w8_2),
Ticher(charles, agatha),
killed(27_0, w8_3),
hates(z7_0, w8_3),
Execution timings hates (charles, w8_2),
Algorithm Time hates(agatha, butler),
hates (butler, butler),
butler = agatha,
1 Dependency Analysis 2ms killed(agatha, agatha)

0 (total time) 6ms

1a Dependency Analysis: search starting @ closed goals 2 ms
1b Dependency Analysis: analyze branching nodes 0 ms
1c Dependency Analysis: final mark of useless steps 0 s
2 Duplicate Analysis 2ms
~ statistical data gathering 1ms

Nosource loaded

K@ strategy: Applied 141 rules (0.3 sec), closed 3 goals, 0 remaining

javac @
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Eile View Proof Options Origin Tracking

[©] [runcves.princesszs| - | [@]%

(] Loaded Proofs
Proofs
Env.with no model

+/ projectkey

=/c]]

—Bo

Exploration Steps.

I £ Proof Search Strategy

[] Abbreviate formulas

Export as DOT
Show rendering of graph

Proof analysis

Dependency analysis

De-duplicate rule applications

slice pr
Slice proof to fixed point

Execution timings

Algorithm Time
0 (total time) 6ms
1 Dependency Analysis 2ms

1a Dependency Analysis: search starting @ closed goals 2 ms

1b Dependency Analysis: analyze branching nodes 0 ms
1c Dependency Analysis: final mark of useless steps 0 s
2 Duplicate Analysis 2ms
~ statistical data gathering 1ms

KeY 2.11.0 [main] v oA X
About
3|, Z[ST7] 2[5 oy peeon[ s sew o] [nee o] S]], epirson i i snie
(] sequent — 8 O (] source - a0
Inner Node No source loaded

lives(z7_0),

killed(27_0, agatha),

lives(agatha),

Tives(butler),

lives(charles),

27_0 = charles,

\forall 5 z8; (Ilives(z8) | z8 = agatha | z8 = butler | z8 = charles),
hates(z7_0, agatha),

\forall s 20; (hates(z7_0, z0) | Ikilled(charles, z0)),

\forall s 20; (hates(butler, z0) | Ikilled(butler, z0)),
\forall s 20; (hates(agatha, z0) | Ikilled(agatha, z0)),
\forall s z0; (hates(charles, z0) | Ikilled(charles, 20)),
\forall 5 29; \forall S 20; (hates(z9, z0) | Ikilled(z9, 20)),
\forall s w2; (lkilled(z7_0, w2) | ITicher(z7_0, w2)),
\forall s w2; (Ikilled(butler, w2) | Iricher(butler, w2)),
\forall § wi; \forall 5 w2; (Ikilled(wl, w2) | Iricher(wl, w2)),
\forall 5 w3; (lhates(agatha, w3) | Ihates(charles, w3)),
w8_1 = butler,

w8_0 = butler,

\forall s w4; (wé = butler | hates(agatha, wa)),
richer(butler, agatha),

hates (butler, 27._0),

\forall s ws; (hates(butler, wS) | richer(ws, agatha)),
\forall S w6; (lhates(agatha, w6) | hates(butler, we)),
\forall S w7; \exists S w8; lhates(w7, w8)

killed(butler, agatha),

killed(butler, butler),

killed(agatha, butler),

killed(charles, w8_2),

richer(charles, agatha),

killed(27.0, w8_3),

hates(z7_0, w8_3),

hates (charles, w8_2),

hates(agatha, butler),

hates (butler, butler),

butler = agatha,

killed(agatha, agatha)

Nosource loaded
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R KeY 2.11.0 [main] v oA X
Eile View Proof Options Origin Tracking About

l:l Run cves, princess, 73| + | [@] > @B @ Layouts: Default || Load Layout ' save Layout| | Reset Layout

(] Loaded Proofs (] sequent — 8 8| [ source —-80

Proofs Closed Goal No source loaded
Env.with no model Tives(z7.0),
/ projectkey killed(z7_0, agatha),
/ project_slice1.proof lives(agatha),
lives(butler),
lives(charles),
270 = charles,
270 = agatha | 27.0 = butler | true,
\forall S z8; (Ilives(z8) | z8 = agatha | 28 = butler | 28 = charles),
agatha),
\forall s 20; (hates(z7.0, 20) | Ikilled(27_0, 20)),
\forall S z9; \forall S z0; (hates(z9, z0) | Ikilled(z9, z0)),
\forall s w2; (lkilled(27.0, w2) | Iricher(27.0, w2)),

Exploration Steps
I £ Proof Search Strategy 1

o

44ireplace_known left
45:0ne Step Simplification: 2 rules

46motLeft \forall S wi; \forall 5 w2; (Ikilled(wl, w2) | Iricher(wi, w2)),
a7allett \fuxa{lhs :3; (Ihates(agatha, w3) | Ihates(charles, w3)),
4g:replace_known_right ::;0 = butler,

» 49:0ne Step Simplification: 1 rule -
SD-aPP|yEqp P \forall S wd; (w4 = butler | hates(agatha, wé)),
st:allleft hates (butler, 27.0),

\forall § ws; (hates(butler, w5) | richer(ws, agatha)),
\forall S w6; (Ihates(agatha, w6) | hates(butler, w6)),
\forall S w7; \exists S w8; lhates(w7, w8)
hates (agatha, agatha),
richer(z7.0, agatha),
hates (agatha, w8_0),
hates (butler, butler),
butler = agatha,
killed(agatha, agatha)

s2:replace_known_right
53:0ne Step Simplification: 1 rule
sazallLeft
ssireplace_known_left
56:0ne Step Simplification: 2 rules.
57:cut_direct
v @8 CUT: 27_0 = charles TRUE
58:applyEq
60:allLeft
61:replace_known_left
62:0ne Step Simplification: 2 rules
63:notleft
64zallLeft H
65:eqSymm
66:replace_known_right
67:0ne Step Simplification: 2 rules
68:closeFalse
[69:Closed goal »
v B8 CUT: 27_0 = charles FALSE
» 59:0ne step Simplification: 1 rule
70:cut_direct
v B8 CUT: 27_0 = butler TRUE
71:applyEq
73:close
v 74:Closed goal
~ B CUT: 27_0 = butler FALSE
» 72:0ne Step Simplification: 1 rule
75:applyEq
76:close

 77:Closed goal ] Nosource loaded |

kg’




KIT

Evaluation
wee-———————————————— T T T T T T T T T T T T T 1000000
® _0 0 ®
°®
®
83 | e ® ® # %100 000
® o ee® -
® o0 ® 9 [ ] Ly ] 8
B 67h ® L J {1000 =
k L4 L4 sse? £
2 g * FYYILd o** s
G [ ] sssed -
B s0 . ..oot.‘ ‘ 11000 N
S 2
g satee IYY 144 [ g
& °® o % i3
& sl Je® P Ty @ 10 é
o0 o0 2
17| ® L 7Y 410
L ]
o
0 . 1

a Often, very large parts of proofs could be removed.
® Trend: The larger the proof, the larger the percentage.

@ Most of the removed steps are normalizations of formulas which are never used later on.

W. Pfeifer: Advancements in User Interface and

10/20 August 9, 2023 Usability of KeY
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Further Applications of the Dependency Analysis

@ Rule de-duplication (implemented):

® |f the same rule is applied to the same formula(s) in two branches, it possibly can be moved in front of the
branching rule.

W. Pfeifer: Advancements in User Interface and Institute of Information Security
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KIT

Further Applications of the Dependency Analysis

@ Rule de-duplication (implemented):
® |f the same rule is applied to the same formula(s) in two branches, it possibly can be moved in front of the
branching rule.
® Slice w.r.t. a selected formula (implemented):
a “Which steps produced this formula?”

® “Which input formulas are needed to derive this formula?”

W. Pfeifer: Advancements in User Interface and Institute of Information Security
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Further Applications of the Dependency Analysis

@ Rule de-duplication (implemented):

® |f the same rule is applied to the same formula(s) in two branches, it possibly can be moved in front of the
branching rule.

® Slice w.r.t. a selected formula (implemented):
a “Which steps produced this formula?”

® “Which input formulas are needed to derive this formula?”

& Proof Reordering (ongoing work):
@ Group certain rule applications (similar to One-Step-Simplification)

@ Possible categories: NNF, Polynomial simplification, ...

W. Pfeifer: Advancements in User Interface and Institute of Information Security
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Further Usability Improvements
& Proof Slicing v
® Navigation History <«
® Undoing Interactions <
@ Automatically run Javac first (Alexander Weigl)

@ Background SMT (ongoing)
& Proof Caching (ongoing)

W. Pfeifer: Advancements in User Interface and Institute of Information Security
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(532 KeY 2.11.0 [main]
File View Proof Options Origin Tracking

[0 ] [mnaceicess|-|[@]x] [w]c[]a]m)]

(1 Loaded Proofs — 8.0 [ sequent

v oA X

@B [ Layouts:|Default | v | Load Layout  Save Layout | | Reset Layout @E [] Exploration Mode [] Hide justification

— B 8| (1 source oo

Proofs. Closed Goal
Env. with no model lives(z7_0),
/ projectkey killed(27_0, agatha),
/ project slice1.proof lives(agatha),
Tives (butler),
lives(charles),
27_0 = charles,
27_0 = agatha | 27_0 = butler | true,
\forall 5 28; (1lives(z8) | 28 = agatha | 28 = butler | 28 = charles),
hates charles, agatha),
\forall S z0; (hates(z7_@, z@) | lkilled(z7_0, z0)),
\forall S 29; \forall 5 z0; (hates(29, 20) | Ikilled(z9, 20)),

No source loaded

ng
Proof | @nfo

Exploration Steps
I &% Proof Search Strategy

4dzreplace_known_left

. . \forall S w2; (lkilled(z7_@, w2) | Iricher(z7_e, w2)),
» 45:0ne Step Simplification: 2 rul
pricirie \forall § wi; \forall S w2; (Ikilled(wl, w2) | Iricher(wl, w2)),
et W o) (i, () (| Uo e, ),
48ireplace_known_right “:;:e’ Tk,
» 49:0ne Step Simplification: 1 rule .
Pt s \forall S wa; (wd = butler | hates(agatha, wd)),
Stealileft hates(butler, 27_0),
S2ireplace_known_right \forall S w5; (hates(butler, wS) | richer(ws, agatha)),
e . o s et o
S4zallleft ) B B (7%
sS:replace_known_left
1 36:0me Step Simpiificaion: 2 rules DAt i
57:cut_direct o ’
< B CUT: 27.0 = charles TRUE :‘:"‘5{:9:;"3' :s;w;) A
Pt ates (butler, butler),
o butler = agatha,
61:replace_known_lefc REESd (oathatgaoattal
» 62:0ne Step Simplification: 2 rules
63:notLeft
caallLeft
65:eqSymm
66:replace_known_right
» 67:0ne Step Simplification: 2 rules
68:closeFalse
v [69:Closed goal »
v B8 CUT: 27_0 = charles FALSE
» 59:0ne Step Simplification: 1 rule
70:cut_direct E
v B CUT: z7_0 = butler TRUE
71:applyEq
73:close

+ 74:Closed goal
~ B8 CUT: 27.0 = butler FALSE
» 72:0ne Step Simplification: 1 rule
75:applyEq
76iclose
v 77:Closed goal =]

No source loaded |
]

(4

javac @



R

Eile View Proof Options Origin Tracking

[c]

(] Loaded Proofs
Proofs
Env.with no model
W projectkey
/ project slice1.proof

Run CVCS, Princess,z3 | v | | €| &

[=[c[=ala]

Exploration Steps

Proof | @nfo

I &% Proof Search Strategy

4dzreplace_known_left
45:0ne Step Simplification: 2 rules
46:notLeft
47:allLeft
48:replace_known_right
49:0ne Step Simplification: 1 rule
50:applyEq
St:allLeft
s2:replace_known_right
» 53:0ne Step simplification: 1 rule
sézallLeft
SSireplace_known_left
56:0ne Step Simplification: 2 rules.
57:cut_direct
v B8 CUT: 27.0 = charles TRUE
58:applyEq
60:allLeft
61:replace_known left
62:0ne Step Simplification: 2 rules
63:notLeft
64zallLeft
65:eqSymm
66:replace_known_right
67:0ne Step Simplification: 2 rules
68:closeFalse
v [69:Closed goal
v B8 CUT: 27_0 = charles FALSE
» 59:0ne Step Simplification: 1 rule
70:cut_direct
v CUT: z7_0 = butler TRUE
71:applyEq
73:close
+ 74:Closed goal
- W CUT: 27_0 = butler FALSE
» 72:0ne Step simplification: 1 rule
75:applyEq
76:close
+ 77:Closed goal

KeY 2.11.0 [main]

v A X
About

@B [ Layouts:|Default | v | Load Layout  Save Layout | | Reset Layout [] Exploration Mode [] Hide justification
(] sequent — B 8 [ source -

Closed Goal

lives(z7_0),

killed(27_0, agatha),

lives(agatha) ,

Tives(butler),

lives(charles),

27_0 = charles,

27_0 = agatha | 270 = butler | true,

\forall S z8; (Ilives(z8) | 28 = agatha | z8 = butler | 28 = charles),

hates charles, agatha),

\forall s z0; (hates(z7_0, z0) | Ikilled(z7_0, z0)),

\forall 5 29; \forall S 20; (hates(z9, z0) | Ikilled(z9, 20)),
\forall s w2; (lkilled(z7_0, w2) | Iricher(z7_0, w2)),
\forall s wi; \forall S w2; (Ikilled(wl, w2) | Iricher(wl, w2)),
\forall s w3; (lhates(agatha, w3) | Ihates(charles, w3)),
w8_0 = butler,

false,

\forall S wd; (wé = butler | hates(agatha, w4)),

hates (butler, 27.0),

\forall s w5; (hates(butler, w5) | richer(ws, agatha)),
\forall s w6; (lhates(agatha, w6) | hates(butler, we)),
\forall S w7; \exists S w8; lhates(w7, w8)

>
hates(agatha, agatha),
Ticher(27_0, agatha),
hates(agatha, w8_0),
hates (butler, butler),
butler = agatha,
killed(agatha, agatha)

No source loaded

Nosource loaded

(4

javac @
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Further Usability Improvements

Proof Slicing

Navigation History

Undoing Interactions

Automatically run JavaC first (Alexander Weigl)

FURENIENIEN

Background SMT (ongoing)
Proof Caching (ongoing)

W. Pfeifer: Advancements in User Interface and Institute of Information Security
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Eile View Proof Options Origin Tracking

[0] [wosl-]alx

[=[c[zlae] =

KeY 2110 [appelhagen/backgroundsMT]

»| S]] fe[] ot o o e[ ] et oyt

v A X

About

B ] Exploration Mode [] Hide justification

€1 Loaded Proofs — 8 0| [ sequent —8o
Proofs Current Goal (ajeva |
En. with model noncompilable@6:41:42 PM A
® AfAzmO]ML operation contract.0 ; class A {
wellFormed (heap) .
& Iself = null A xgd'":')":’ e
& self.<created> = TRUE = long 1= 5;
& A:exactInstance(self) = TRUE . s
Goals Exploration Steps : self.<invs 7
22 Proof N )
-> {heapAtPre:=heap} 5
% Proof S_B60o A<
(=3 Proof Tree exc = null;
® 0:0PEN GOAL
self.m()ea;
} catch (java.lang. Throwable e) {
exc = e;
}
N> (exc = null -> self.<inv>)
& ( lexc = null
> (java.lang. Throwable: :instance(exc) = TRUE -> self.<inv>)
& ( java.lang.Error: :instance(exc) = TRUE
| java.lang - = TRUE))
& \forall Field f;
\forall java.lang.0bject o;
( (0, ) \in alltocs
I 1o = null
& l0.<created>@heaphtPre = TRUE
| 0.f = o.feheapAtPre))
jAssignable
(%4

8 0 Javacnppsir @




Proof Options _Origin Tracking

E [wmae]-] a|x] [s]c[e]a]a] =]

KeY 211.0 [appelhagen/backgroundsMT]

v oA X

| =] {e]u] =] Losd Layout| save Layout [+ Clexplorationmode [Jnice jusiicaton

(] Loaded Proofs — B 0| ( sequent 8o
Proofs Current Goal
Env. ith model noncompiable@6:41:42 PM
& ATAzm0} ML operation contract0 ; class A {
wellFormed (heap) 3| //e ensures true;
& 1self = null 2| vosn0 ¢
& self.<created> = TRUE 5 Tong 1= 5;
& A::exactInstance(self) = TRUE 6 int i .
& measuredsyEmpty b1
&=L & self.<inv>
8|}
-> {heapA P} 9
&%a Proof g_8B0o \<{
[EProof Tree GO
§} 0:0PEN GOAL ] Java Compiler Diagnostics v A X
s
Iincompatjhle types: possible lossy conversion from long to int
URL: Line:6, Column: 17
class A {
//@ ensures true;
] Ignore these warnings for the current session
ok || @ caicrite || send feedback. | []showbetails
Show Postcondition/Assignable
K@Y 8] @ javac | bswr @




KIT

Further Usability Improvements

Proof Slicing

Navigation History

Undoing Interactions

Automatically run JavaC first (Alexander Weigl)

FURNIENIENIEN

Background SMT (ongoing)
Proof Caching (ongoing)

W. Pfeifer: Advancements in User Interface and Institute of Information Security
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R KeY 2.11.0 [appelhagen/backgroundsMT] v oA X
File View Proof Options Origin Tracking About
[o] RunCVCS,BE @E E [=] e Layouts:[Default |~ | Load Layout | save Layout | | Reset Layout. ] Exploration Mode [] Hide justification
0 st ot — @ | e 0 1 s —ao
Proofs Inner Node SumAndMaxjava |
- with model src@6:48:23 PM
T B 1|class sumandmax {
= 2
wellFormed (heap) 3| dnt sun;
A ~self = null 4 int max;
- Tl A self.<created> = TRUE 2 .
A St lax: ) = TRUE 6 /*@ normal_behaviour
A (a = null v a.<created> = TRUE) 7 @ requires (\forall int
& 1l A 8 e as mnablefsunumax.
A O T A o< s Ry —— 9 @ ensures (\forall int
22 oot e_so| : (v:nx 1: (© : jH : ; length A inInt(i) - © < a[i]) A (self.<inv: a = null)) o o e
3 Proof Tree [} \<{ - 1 e (\exists
v O3 Invariant Initially Valid S = 12 @ ensures sun == (\sum
v CICase y ¢ 13 @ ensures sum <= a.leng
v Clcase self. sumAndMax (_a) @SumAndMax; i @
v Cicase 1 } catch (java.lang. Throwable e) { 15 id sumAndMax (int[] a) {
v Dcaset o - 16
v CCaset } 17
T OCesed P> ( Vint 4 (053 A 1< alength A SnInt(i) - ali] < self.nax) 18
[B] & 1211:0PEN GOAL A ( (a.length> 0 -3 inti; (25 iA i< a.length A inInt(i) A self.max = a[il)) b
- Icke2 e A (self.sum = bsum(int i;}(@, a.length, a[i]) A (self.sum < a.length * self.max A self.<inv>))) | |20 e lwp invariant
A exc = null 2 e = k 8k k <=
v HCase2 AV Field f; 2 e && (\fnnll int i
[»] § 1210:0PEN GOAL ¥ java.lang.Object o; 23 @
)-8 Case 2 ( (0, f) e {(self, SumAndMax::$sum)} U {(self, SumAndMax::$max)} & e
« Ccase2 n 2 e
[»] @ 1194:0peN GoAL A =0.<created>eheapAtPre = TRUE 25 e
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Motivation: Finding the correct and provable specification is often an iterative process.
Observation: If '+ A isvalid,then T,EF A,Z isalso valid (*).

(*) Under some restrictions:
® The extended sequent must not have modalities or queries (Java code could differ).
@ Both must use the same taclet options.
® The same added rules must be present.
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Motivation: Finding the correct and provable specification is often an iterative process.
Observation: If '+ A isvalid,then T,EF A,Z isalso valid (*).

(*) Under some restrictions:
® The extended sequent must not have modalities or queries (Java code could differ).
@ Both must use the same taclet options.
® The same added rules must be present.

Ongoing work:
@ Which sequents should be in the cache?
® Extend the caching beyond a single run of KeY (ongoing).
@ Relax the above conditions.
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(\sum int i; 0 <= i && i < k; a[il)

& 1 < a.length; max
=18 i< a.length; afil

i8& i< k; afi] <= max)

< I

Null Reference (s_1 = null)

=4
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Conclusion

What we have seen

® A novel way to represent (certain) proof goals as JML.
® Multiple new Ul features (some already in the new 2.12 release).

Proof Slicing

Navigation History

Undoing Interactions

Automatically run JavaC first (Alexander Weigl)
Background SMT (ongoing)
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Proof Caching (ongoing)
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